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OWASP TOP10 2017

A3:2017- Sensitive Data Exposure

0

ok
LS

rlo
4

o
| 28

i
|El

A7:2017- Cross-Site Scripting (XSS)
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A2 https://www.owasp.org/index.php/Top 10-2017 Top 10

4 1©2018 F5 NETWORKS

=

2 Ol
T A

0jo

III)

=2
o

L

Iyl

2Ol APp =28

oArj|0| E &

|FI

|'A

=

gLict.


https://www.owasp.org/index.php/Top_10-2017_Top_10

Hgeh APl MH| A OF7 5K API KOt OF7|E| A



- API Gateway

""" '._JoFc?s'F?iifAPl MH\* Of TS



2SS API AH| A OFF|EIX O EHe

REST
APL | INVENTORY
SERVICE

PRODUCT
CATALOG
SERVICE

HEHI HOE CHEF 22

7|1 ©2018 F5 NETWORKS

AR
GATEWAY

FRODUCT
CATALOG
SERVICE



API, ZIH|O|L, Or0| 3 =2 AMH|AO| = ALK

ZAH| 0| { = API &2|0f| CHj st # PAIN 35(y
A a| x| 2 H|7|8H|C POINT ©
| & M7t Olo| A2 AMH|A Ap| e
2HE0|A 9 =5 "°|
Ac =X apF| Ela~ ER
o —
(o)
o #20: — |20 35%
-+
Ql= 2t}
o{Z2|3|0| Moj
$IYo| AP| HE| FF ML HH 0|1 =
E0 M 7HMH™ Ateo| ExjehL|Ct,

PAIN A %
#3 ronr — 27%

ML
o o

Vendors need to rethink their solutions
taking into account the dependencies
and challenges containers bring
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UHAZL MM ACIREE 25,000 7HS| D Z{ A} =t H
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Analyzer

Alerts

Al

UTCAT 1488

m Controller 8 Overview Graphs Dashboards v Analyzer Alerts Load Balancing v A Configure raj Dashboards v
API Management API Definitions > Edit m Systems O AWSECLInstance.? &
& AWS_EC2 Jrstance.2 et
’ API Definitions APIName NGIN C & NGNXRequestss
Product API @ AWS_EC2 nstance_1 - H20NE 1400 -
tream Gro N
tne upe Base path
o o 00
Entry Points Japiv product
Client Groups 1 hipconn sccapted
Resources J— Environments
- NGINX Current Connpctions NGINX Current Regquests
fiventory Bact() . § Production VA |
[pricing Prefix(*) v & .
NGINX HTTP Erors NGIX HTTP Vrgisn

+ Hew instance

EEEREE
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Traditional API Management NGINX APl Management
@ AP| Consumers @ AP| Consumers
A A
Complex i $ Control Plane § i Modules Control Plane Simple
N N e N I
Slow e T & Scripting Fast
Data Plane Daja Plane
Expensive Y P K Databases S R Cost Effective
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Example Relationship With Other Protection Tools — 1

Mobile
z
'O! | Bot |
1O i Mitigation |
SRR i
I I .
Edge API
Service Gateway
Gartner.
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REST Security Cheat Sheet

@ oiurso
Cheat Sheets

Last revision (mm/dd/yy): 12/28/2018

1. HTTPS 7. Validate content types

2. Access Control (215) 8. Management endpoints (2 Factor 2/%)
3. JWT (MAC /| EZ28E D) 9. Error handling

4. API Keys (Key E3) 10. Audit logs

5. Restrict HTTP methods 11. Security headers

6. Input validation 12. Sensitive information in HTTP requests

13. HTTP Return Code

21| ©2018 F5 NETWORKS


https://www.owasp.org/index.php/REST_Security_Cheat_Sheet#HTTPS
https://www.owasp.org/index.php/REST_Security_Cheat_Sheet#Access_Control
https://www.owasp.org/index.php/REST_Security_Cheat_Sheet#JWT
https://www.owasp.org/index.php/REST_Security_Cheat_Sheet#API_Keys
https://www.owasp.org/index.php/REST_Security_Cheat_Sheet#Restrict_HTTP_methods
https://www.owasp.org/index.php/REST_Security_Cheat_Sheet#Input_validation
https://www.owasp.org/index.php/REST_Security_Cheat_Sheet#Validate_content_types
https://www.owasp.org/index.php/REST_Security_Cheat_Sheet#Management_endpoints
https://www.owasp.org/index.php/REST_Security_Cheat_Sheet#Error_handling
https://www.owasp.org/index.php/REST_Security_Cheat_Sheet#Audit_logs
https://www.owasp.org/index.php/REST_Security_Cheat_Sheet#Security_headers
https://www.owasp.org/index.php/REST_Security_Cheat_Sheet#Sensitive_information_in_HTTP_requests
https://www.owasp.org/index.php/REST_Security_Cheat_Sheet#HTTP_Return_Code
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Access » API Protection : Profile » PetStore

* ~ | Pro

perties Paths R

IAPI Protection: /Common/PetStore_prp | edit ndings  (Endings: Allow, Reject [default])

[ = o CT N vy
Y™
Paths GET /pet/findByStatus +4
| - | Create GET pet/findByTags | -m
= Path ID g+ URI + Method + Ferver | % Description + Active POST fpet/* | _, -
. DELETE fpet/™
1 Ipet PUT true I
POST /pet/*/uploadimage +4'
2 /pet POST true GET Jstorefinventory +4
_ - i ) i . (poSTstorsorter . ]
| 3 /petfindByStatus GET Multiple status values can be provided with comma separated strings true N } o |
Classiy AP1 Requeat (nca [SETItSloel 3 gy |
— M P - . N . . o] heck. "
| 4 {pet/findByTags GET Muliple tags can be provided with comma separated strings. Use tag1, tag2, tag3 for testing. true S Lonter st ]
. R - ) POST Jfuser S -
| B /pet/ GET Returns a single pet true st ey
] 6 fpet” POST true Lot perestennet ]
GET juserjiogin -
T DELETE true GET juserfiogout | -M
aN:] /pet/*/uploadimage POST true e el
] /storedinventory GET Returns a map of status codes to quantities true DELETE fuser/™ | -M
fallback
— 10 /store/order POST true 7 Py Roient |
T e e eee—— — Reree Agject |
| Page1of2 s|»
Add New Macro
Servers Add New Subroutine Add New Subroutine Macro
| Q | Create % [=] *Subroutine: OAuth Scope Check AuthZ  subroutine Settings /Rename | Ell Terminals  (Terminals:
| < Name I < URL | | + SSL Profile | + Description [ s, e o
oauth Successful +‘)
PetStore_serverl hitps:/fpetstore. swagger.iofNZ /Common/apm-default-serverss| AP Authentication e T . -m
PetStore_server? http://petstore. swagger.io/v2 follback Reject

23 | ©2018 F5 NETWORKS
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Save Changes 1 Apply Save as Template... Export v Delete

On this screen you can configure policy settings for new policies and review policy settings for existing policies

Policy Properties

Once a policy is configured, some settings on this page will have a link for editing the setting

Policy Name

Description

Policy Type

Policy Template

API Protection Profile
OpenAPI (Swagger) File
Parent Policy

Version

Application Language
Virtual Server

Enforcement Mode

Behavioral Enforcement

Policy is Case Sensitive

Differentiate between HTTP/WS and
HTTPS/WSS URLs

Event Correlation Reporting

API_HTTPBIN

Partition / Path: /Common

hitpbin.org

Security

API Security
API_HTTPBIN

[ swaggerHTTPBIN json
None
2019-05-27 09:08:49

Source Host Name: bigip.demo.local

Source Policy Name: /Common/API_HTTPBIN
Unicode (utf-8) @

VS_HTTPBIN ('

Blocking
View Learning and Blocking Settings ('

Yes

Disabled

>

Allowed URLs List

URL Contains
Details ¥

eol Enforcement Readiness

All

2] | Show Filter Total Entries: ‘
: 79

Legend: (&) Waiting for adclonal traffic samples (. Learning suggestions available 7 Ready to be enforced ~ Create.

|+ Method |« URL

| staging | 1s Entry Point | Gheck Flow |

GET liabsolute-redirect(*]
TRACE Hlanything/*
POST llanything/*
GET Hanything/*

DELETE /fanything/*

PUT llanything/*
PATCH llanything/™
GET Iibasesalf]
GET h‘basic-aulh}E”ﬂ
GET Iibytesf?]
GET licachelf’]
GET Hcookieslsehﬁﬂ
TRACE  /ldelayl]
POST  /idelaylf]

1 GET lidelay/[]
DELETE /idelayif]
PUT lidelayl[]

"/ PATCH  /idelayl]
GET Iidigest-auth{J[f]

Enforce Delete | Delete All

Change Type... Enforce

Delete

Delete All Total Entg

No N/A N/A |
No N/A N/A |
No N/A N/A |
|
Parameters List
| Parameter Contains % Go Show Filter Details ¥ Total Entries: 32 ‘
O —
Legend: e ‘Waiting for additional traffic samples (2 Learning suggestions available & Readylib be enforced Create...
« Parameter Name | Parameter Value Type | Parameter Level | Staging
N User-input value Global No
algorithm User-input value Global No
autharization User-input value GET //bearer No
code User-input value GET /idrip No
codes User-input value Glaobal Ne
delay User-input value Global No
delay User-input value GET /idrip No
duration User-input value GET //drip No
fraeform User-input value POST /iresponse-headers No
treeform User-input value GET /icookies/delete No
freeform User-input value GET /iresponse-headers No
freeform User-input value GET /icookies/set No
if-match User-input value GET /letag No
if-modified-since User-input value GET /icache No
if-none-match User-input value GET /letag No
if-none-match User-input value GET /icache No
n User-input value Global No
name User-input value Global Mo
numbytes User-input value Global No
numbytes User-input value GET /idrip No

s:32 | Pagelof24|[»

URI / Parameter / Method A| O

Profile Properties

Profile Properties

Security » Application Security : Content Profiles : JSON Profiles »

ON Profile Prop

Cancel | Update

Profile Name my_json

Description

mmummalmngm%'so" Any @ Length: 10000

Maximum Value Length ©Any Length: 100
Maximum Structure Depth © Any Length: 10
Maximum Aray Length O Any Length: 1000

Tolerate JSON Parsing Wamings Enabled

B T Enabled
LSNP File Choose file No file chosen Upload
| File Name |
‘ Jsonschema.json
Delete
Altack Signatures | Valus Meta Characters Value Masking
Check attack signatures and threat campaigns
Ovarridden Security Policy Settings: Global Security Policy Settings:
[ ‘ Attack Signature State "styla :expressian (" (Parameter)
| << “style expression (" (Parameter)(1)
No racords to display. #RefRef DoS tool (2)
> -moz-binding (Parameter)
.bak (Parameter)
_createDocument (Parameter)
_documentElement (Parameter)
.execsoript (Parameter)
FileSystemObject (Parameter)
FileSystemObject (Parameter) (2)
Filter Signatures by Name or ID. Total: 629

Cancel | Update

24 | ©2018 F5 NETWORKS




AP| 22t 7|& / Brute Force &0

Login Page Properties
Login URL [ Explicit 4| HTTP 3]

Authentication Type | JSON / AJAX Request +]

Usemame JSON Element

Password JSON Element

JSON / AJAX Requestd Ciist AS X|

IVl

I IMA KA OH|KAN R HA AR

HEE &2

—

vVVY

vy

Scraping 1t Brute force & 24 2} 0]

Y AHEXL Real time challenge A& (java script / captcha)

Thsqmsuomsform“m you are a human visitor and to prevent automated spam submussion

TPt oy

What code is in the image?
‘ submat

25| ©2018 F5 NETWORKS
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All Virtual Servers vast Hour ~
Traffic by Class 79
REQUESTS
B Browser Mobile Applicatior B Trusted Bot B Unfrusted Bot B Suspicious Browser W Malicious Bot
Unkmown
Bot Categories
Suspicious Browser Types 50 w— Browser Masquerading 3
N/A, 11 Crawler 21
Search Engine Masquerading 5 Social Media Agent 21
Search Bot 51 Browser Automation 110
10 Accepted Requests (13%) 69 Denied Requests (87%)
Mone |1 Block
alarm B TCP Reset |0
CAPTCHA Challenge | 0 CAPTCHA Challenge | 0
Whitelisted | 0 Browser Verification [ NG
Device-ID Challenge | 0

26 | ©2018 F5 NETWORKS
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OpenlID Connect °15 2 /et OpenID connect XS
Oauth 2.0 Hot2 23t OAuth 2.0 M| S
712 15 & flet BASIC 215 M&
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Access » Guided Configuration

API Protection Configuration ([N

General Properties

Show Advanced Setting

API Protection Properties

Configuration Name

l My_API pev (petld)
et ’ eve sturn t Configuratic pet/ (petld)
T pev (petid)

Import OpenAPI Spec File &

Clear File Choose File swaggerjson.json PV (petid)/uplcadimage
Options & STORE
Use Pool [ Use RateLimiting € Use Whitelist / Blacklist AEORVOTtOCY
Authorization Method @ rore/ order
OAuth 2.0 ®@ HTTP Basic
store/order/{cederd
DNS Resolver Mode @
DELETE store/order/{oederid)
IPv4 ~
DNS Resolver USER
l f5-aws-dns v o
-1 reateWithArray
of reatewin 1

Cancel Save Draft Save & Next et/ bogin

« Swagger 2.0 23 7|2t OpenAPI N
- OpenAPI Lt H=2EE S0t M XtE

& s -
AH A-l DELETY user/ (usemanmse)
O O

MODELS

MooeL s e
MOOEL Category
MOOEL  Use

28 | ©2018 F5 NETWORKS
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Dashboard APl Protection  ~

API Protection - From the last Hour ™ API Protection Profile: Select API Protection Profile

APIs Health Status Proxy Rejaections and Server Errors
API Profile

This is API Protection Profile Name

969 api_profile_ABC b

Requests APIProfineName_Additional-Details

api-protection-profile-name

server-protection-apip04
api-protection-profile-name
api_profile ABC

943 Successful Traffic APIProfineName_aAdditicnal-Details

26 API Server Errors server-protection-apip04
0 Proxy Errars

Profile Name (new)

Server Health

Server Name API Profile
This is Server Name This is API Protection Profile Name
server-name-with-additional-text api-protection-profile-name
Server_Name api_profile_ABC
5/03 APIProfineName_Additional-Details
server(NEW) server-protection-apip04
server-name-with-additional-text api-protection-profile-name
Server_Name api_profile_ABC
S/03 APIProfineName_additional-Details
server(NEW) server-protection-apip04
test2_server1_ready Profile Name (new)

Access Rejections Security Rejections
982,763 931,329
78,020,481 28,015
5,831,329 2,763
467,019 568,110
22,011 103,895,004
78,020,481 28,015
5,831,329 2,763
467019 568,110
22,011 103,895,004
8,340 27,000,581

Successful Connections
103,982,763
78.020.481
5/931,329
457.019
22,01
78,020,481
5931329
467,019
22,011

2,340

Failed Connections

931,329

982,763

2,763

568,110

103,885,004

982,763

2,763

568,110

103,585,004

27,000,581

982,763
240
2,451,003
531,329
103,982,763
340
8,451,003
531,329
103,982,763

78,020,431

ate Limit Rejections

Server Errors

102,895,004

27,000,581

24

982,763

78,020

27,000,581

24

982,783

78,020

7.106

- £0f 000 APIs < PREV NEXT >

Successful Responses
982,763
340
8,451,003
531,329
103,982,763
340
2,451,003
531,329
103,982,763

78.020.431

Failed Responses
103,895,004
27,000,581
24
952,763
78.020
27,000,581
24
982,763
78.020

7108

1-60f000 APIs < PREV NEXT >

ACTIONS v E‘ [ £1 NO NOTIFICATIONS ‘ ‘

Security Events

N

API Profile Web Application Attacks | Violating Source IPs  Malicious Transactions
This is API Protection Profile Name 982,763 931.329 982,763
Profile Name (new) 78,020,481 27,000,581 7,106
api-protection-profile-name 340 28,015 27,000,581
APIProfineName_additional-Details 531,329 568,110 982,763
server-protection-apip04 103,982,763 103,895,004 78,020
Profile Name (new) 78,020,431 27.000,581 7106
api-protection-profile-name 340 28,015 27,000,581
APIProfineMame_aAdditional-Details 531,329 568,110 982,763
server-protection-apip04 103,982,763 103,895,004 78,020
api_profile_ABC 8,451,003 2,763 24
1-60f000APIs < PREV NEXT >
\. J
Response Time Range
API Profile Response Time
This is API Protection Profile Name 2,287ms
api_profile_ABC 1,078ms
Profile Name (new) 976ms
api-protection-profile-name 469ms
APIProfineName_aAdditional-Details 158ms
server-protection-apip04 148ms
api_profile_ABC 44ms
Profile Name (new) 41ms
api-protection-profile-name 40ms
APIProfineName_aAdditional-Details 37ms
1-100f000APIs < PREV | NEXT >
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API Protection - From the last Week

AP Status Proucy Rejections and Server Errors Analysis

Total Traffic Security Rejections (00%)

1356K

Roquests

Proxy Rejestions

12%

0,000,000 Foquests

APl Server Errors

4%

000,000 Roguests

Traffic Distribution

Distribution by IP Reputation

|

windows Explon: |
]
P

intecved seurces [

“ APl Protection Profile; _fCommon/apiProxyTest * Endpoint: _All Endpoints

API Response Time

Access Rejections (00%) Rate Limit Rejections (00%)

18,098 000,000 00,000 000,000
Requests Requests Requests fequests

W msemed
W Stocked
W Drogped
B L

WTTP Basic W Request Guoca [ e
Sigrturs Venficanon o

Expived Tokens
Blactrsteed Tokeers

Canracion Fa
et al Vel st Faslurea
Crbar

Traffic by Gealacation

Distribution by Client Types
f— ]
[Irpr— ] ’\
Trosea e [T
cedzo [ETETY
[ 72001
Matoous Boe [EE]
uninaer: T

w

-

Sz

APl Server Errors

55 Survr Busgers

B et Frocen

I Flaspcruta Drsca

R——
erocey

R —— ]

o —— ]
Tor ey [N

Nesoores

Security Events

Wb Apglication Attacks

738

Wialating Source IPs

2,409

| ———

Malcous | ransactions

180

HTTR Basic

Qdusch 2.0

Security Events by Atltack Types

Attack Types

Ty
e Viclating Source IPs

niermation Leskagt

Violatons

Bufter Overfiaw ‘ialatan fating

Non-Bravsar Cllsnt
HTTA Parzer Attack

CAher ADpRCALION AiLacks
Fareaful Browsing
Vulneraility scan
Command Exscution
injection Attemat

nfermation Leakage

Distribution by Authentication Methads

5,134

oo T

Reguests
82252561
2440002
1,440,091
443278
s012

7600

11007000 Mmack Types < PREV

- T
Traffic by Enponts
Endpeint Requests.
POST ied_campaignribulk_create_ads by rvent_.. 92253561
DELETE /pet™ 2440,002
GET fad_campalgnticreate ads by imentory refer— 1440991

GET /ad_campaign/*iad

PUT /petTingBySians Iz
POST Hutfiiment nolicyr 7600
GET /fulfillment_policyiget by policy_name: ag8z
GET fetiipping aucte 2005
BUT /shipment/oreste_from_shipping_guots 1551
DELETE #snipaing cuotes 324

HEXT > 1-10CfDMEndpoims < PREV | NENT >

Traffic per APl Server Name ~

= Successful Connecsians. = Failed Corrections. e Upper

— Successful Ressarses

Bewnd

— Faled Respanzes

Traffic by Identity Key Name ~

Key Type ltem

User Group Mame
User Group Mame
User Group Name
User Group Mame
User Group Name
User Group Name
User Group Name
User Group Mame
User Group Mame

User Group Mame

11001800 fems.

Requests
£2.253,561
2440002

1,440,091
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